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At Home
The internet has opened up a virtual world to children that offers them amazing ways to learn, play and
communicate.
Going online for youngsters is fun, creative and exciting but it is also fraught with risk. Adult and violent
content, cyberbullying and chat rooms populated by paedophiles are among the potential risks they face.
We want you to be confident about how to keep them safe online and we believe that Netintelligence will
help you do this.
Netintelligence is the first product to have received a UK BSi Kite Mark for Online Child Safety.
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1 Quick Start Guide Overview
This quick start guide is for new users of Netintelligence software. Divided into two main areas, the guide
will take you through the following topics:
•
•

Configuration of your Netintelligence software
Using Netintelligence

Netintelligence helps to ensure that a child’s online experience is a safe one, but be aware that no access
control program can be 100% effective. Please see our Welcome page in the Control Centre for more
information on keeping safe online.
Please ensure that you’ve already set up separate Windows user accounts for each person using your
computer (as described in the Netintelligence Installation Guide) before continuing.

2 Personalising your User and Machine Settings
To configure
Netintelligence
users and their
settings, click the
‘Edit Users’
button. The
screen shown
(Figure 1) will be
displayed.

Figure 1: The 'Edit Users' screen
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2.1 Configuring User Display
Netintelligence detects the names of
Windows users on your machine. For
each Windows user, there will be a
corresponding Netintelligence user. Up
to six users can be ‘active’ at any one
time (i.e. actively monitored by
Netintelligence). You can add a more
meaningful name for each user, by
typing the new name into the ‘Change if
required’ field alongside ‘Username’
(Figure 2), and clicking the ‘Save
Changes’ button.

Figure 2: Changing user names and computer names

You can change whether a user is to be monitored by selecting
either 'Yes' or 'No' under the 'Active?' and 'Record Data?' columns
(Figure 3).

Figure 3: Setting a user to be monitored

Netintelligence allows you to set up to six users as 'Active'. This tells Netintelligence to display these users
in reports.
Other users (non-active users) can have a default set of web filtering rules applied to them. These can be
set in the Managed Internet screen, under 'Other Users' (Figure 4):

Figure 4: The 'Other Users' tab

'Record Data' (shown in Figure 3) set to 'No' tells Netintelligence not to record data for a user, whether the
user is set to 'Active' (i.e. displayed in the reports) or belongs to the 'Other Users' group (with default web
filtering).
If you want a user to be 'invisible' to Netintelligence (i.e. to have no rules applied and not to show in
reports), you should set that user to 'No' under 'Active?' and 'No' under 'Record Data?'.
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2.2 Configuring Computer Display
Each machine on which you install Netintelligence will appear with its own ‘tabbed’ screen. For
convenience, you can give more user-friendly names to your different machines, which will be specific to
Netintelligence. To provide a new name, simply type it into the ‘Change if required’ field next to the
‘Computer Name’ field (Figure 2), and click the ‘Save Changes’ button.

3 Creating Web Blocking Rules
When you first install, Netintelligence will use its default web blocking rules to protect users. These rules
block web sites that have been classified as Adult, Gambling, Threats, Drugs, Hate and Violence, and Social
Networking. These rules also block applications which have been classified as Newsgroups, Peer to Peer,
Email, FTP, IRC, Webcam and VOIP.
This means that you don’t need to do any other configuration to Netintelligence to get general web blocking
protection working.
However, you might want to change Netintelligence web blocking rules, or set up some more detailed
configuration of Netintelligence.
This user guide provides instructions on setting up Netintelligence quickly to meet your needs, showing you
how to:
•

Create web blocking rules and apply them to your machines' users using Default Rules,
Managed Internet and Safe Internet.

•

Set time limits on computer use, internet surfing and Instant Messenger application use, using
Time Controls.

•

View Reports on the use of your machines, including website visits, blocked websites, instant
messenger conversations and software applications used.

3.1 Default Rules
The Default Rules facility allows you to create general settings for your Netintelligence installation(s)
without having to go further into detailed configuration - you can use this as a 'shortcut' to giving your
machine(s) general web-blocking protection.
(If you wish to create more specific and detailed settings, you can choose to switch off Default Rules, and
set up your own web blocking rules for specific users and machines using 'Managed Internet' and 'Safe
Internet'. For more on this, see section 3.2 Managed Internet on page 9 and section 3.3 Safe Internet on
page 11).
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Figure 5: The 'Default Rules' screen

On this screen, you can tick the checkboxes against the categories of website that you wish to block, and
also tick the checkboxes against the machines that these blocked categories are to be applied to.
The categories of website that Netintelligence blocks are:
Adult - includes Pornography, Nudity, Sexuality, Art Nudes, Naturism, Adult Goods, Dating and Personals,
Adult Games, some lingerie and swimwear (if appropriate) and other subject areas to which minors' access
should be restricted.
Games and Gaming - Includes Coin-op Games, Online Games, Game-playing Groups, Puzzles, Gaming
Resources, Role-playing Games, Video Games etc.
Gambling - Including commercial sites and tipping/information sites, casinos, bookmakers, and other online
gambling and betting sites.
Threats - Includes Hacking, Cracking, Phishing, Proxies and Redirectors, Virus Creation, Warez, and any
threats not included under other categories.
Drugs - Includes advocacy, instructional, and supply sites and associated literature.
Hate and Violence - Includes Aggression, Violence, Terrorism, some weapons, Gore, promotion of Hate,
Intolerance, Prejudice or Lawlessness.
Social Networking – Includes sites containing personal user information designed to be viewed publicly.
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Newsgroups – Block access to newsgroups.
Peer-to-Peer – Block peer-to-peer applications.
Email Blocking – Block email applications.
FTP Blocking – Block FTP (File Transfer Protocol) applications.
IRC Blocking – Block IRC (Internet Relay Chat) applications.
Webcam – Block attached webcams.
VOIP – Block VOIP (Voice Over IP) calls
All users of the machines you select will be blocked by Netintelligence whenever they try to access a
website that belongs to a category that you have blocked.
When you have made your selections, click the 'Save Changes' button.
To switch off Default Rules for a computer, simply un-tick the checkbox next to your computer’s name, and
click the ‘Save Changes’ button.
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3.2 Managed Internet
In Netintelligence, you can
decide which websites, or
types of website, that the
user cannot access. This is
done using the ‘Managed
Internet’ feature (Figure 6).
In ‘Managed Internet’, there
are two main things you can
do to restrict Internet
access:
•

You can restrict
whole categories of
website

•

You can restrict (or
allow) particular
websites, or parts of
websites

Figure 6: The 'Managed Internet' screen

3.2.1 Controlling Internet Access using Blocked Categories
To select a category which you don’t want a particular user to access, do the following:
1. In your Netintelligence Control Centre, click on the ‘Managed Internet’ button. The screen shown above
in Figure 6 will be shown.
2. Choose the computer that you want to apply the restrictions to, by clicking on the computer name tab at
the top left of the screen.
3. Choose the user that you want to apply the restrictions to, by clicking on the user name tab (under
‘Managed Internet Settings’). To block a category of website, check the box of the category, by clicking
on it.
4. Click the ‘Save Changes’ button. Now, when the user tries to visit any site which has been classified as
belonging to any of the checked categories, access will be denied, and his or her web browser will
show a ‘blocking’ page.
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3.2.2 Controlling Internet Access using the 'Block' List
You can tell Netintelligence to block individual websites for a particular user or users, as follows:
1. In the ‘Managed Internet’ screen (the same screen as just discussed, Figure 6), you can type the
address (URL) of websites which you want to prevent this user from accessing (Figure 7). Type the
website which you want to block, in the box provided. You can check that the web address you have
typed is correct, by clicking the ‘Check’ button. This will open a new web browser window for the
address you have entered.

Figure 7: The Managed Internet 'Allow/Block' list

2. You can add the web address you have entered either to the user’s ‘Block’ list, or to his/her ‘Allow’ list.
Click on the ‘Block website’ button. You’ll now see that the web address you entered has been added
to the list, showing ‘Block’ in red, which tells you that the user will not be able to access this website.
Clicking on the 'Allow Website' button would mean that the user would be allowed access to this
website no matter which blocked category the website might be classified as belonging to.
You would use 'Allow Website' whenever you wanted to use a blocking category, but make some
exceptions in that category.
3. To apply your changes to the user, click on the 'Edit Users' button, and select 'Managed Internet' under
'Use which rules for the user?', against the user you want to apply the changes to (Figure 8). (Note that
Default Rules must be switched off for this machine, for the ‘Managed Internet’ and ‘Safe Internet’
options to be available for you to select.)
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Figure 8: Selecting 'Managed' or 'Safe' Internet in the 'Edit Users' screen

3.3 Safe Internet
This is done by making a list of websites, which you decide are suitable for each user to view - the user will
only be able to visit those sites on the ‘safe’ list.
1. To get to this screen
(shown in Figure 9), click
the ‘Safe Internet’ button.
2. To add ‘safe’ websites to
a user’s list, do the same
thing as previously
described when adding
‘blocked’ websites to
‘Managed Internet’ (page
10) – just type in the
website address, and
click the ‘Add Website to
my safe internet?’ button.

Figure 9: The 'Safe Internet' screen

3. Netintelligence will ‘remember’ the lists you have made for each user, whether you decide to use
‘Managed Internet’ or ‘Safe Internet’. All you have to do to switch from ‘Managed Internet’ to ‘Safe
Internet’ for any user, is to select 'Safe Internet' under 'Use which rules for the user?', against the user
you want to apply the changes to (Figure 8 above).
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4 Time Controls
'Time Controls'
feature provides
ways of limiting the
amount of time the
users of your
computer(s) can
spend, either
browsing web pages
on the Internet1, or
using Instant
Messenger (or 'chat')
software, or using
the computer itself.
To access this
feature in your
Control Centre, click
on the 'Time
Controls' button in
the menu. The
following screen will
be shown (Figure
10):

Figure 10:
The 'Time Controls' configuration screen

Each grid displayed allows you to select periods of time, for each user, during which they will be able to
access various functions on the computer.
1

The Netintelligence Internet Access control prevents use of web browsers (or 'surfing' web pages). These Internet
access controls do not apply to email use.
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The upper 'Internet Access' grid controls the periods of time during which web browsing is allowed.
The middle 'Computer Access' grid controls the periods of time during which a user is able to log in to the
computer.
The lower 'Instant Messenger Access' grid controls the periods of time during which a user can use Instant
Messenger (or 'chat') applications.
You can switch between access control settings for each user by clicking on the different user name tabs at
the top of the screen.
Each 'cell' in the grids represents a 30 minute time period. The times shown are from midnight, throughout
the day, to midnight again.
The green cells of the grid show time periods when the user is allowed access.
The red cells show when that user is not allowed access.

4.1 Changing Time Controls Settings
Time Controls settings are changed simply by clicking on the desired cell in the grid. Clicking on the cell
changes the cell's color from green to red, and vice versa.
To apply time controls, follow these steps:
1. Click on the tab of the user that you want to apply the access controls to.
2. To prevent a particular kind of access at a particular day and time, click on the cell in the required grid
for the day you want, and the time you want. This will change the green cell to red. Do this for each
time period that you want to prevent Internet access for.
The default setting is 'allow', represented by the color green. If you want to change back from 'prevent'
to 'allow', click on the cell in the grid for the day you want and the time you want. This will change the
red cell to green. Again, do this for each time period that you want to allow Internet access for.
To change all of the cells in the grid to green, click the ‘Allow All’ button.
To change all of the cells in the grid to red, click the ‘Deny All’ button.
3. Click the 'Save Changes' button.
Note that you can apply the same time control settings to all the users of a machine, by clicking the
'Save changes and apply to all' button, instead of the 'Save Changes' button. This copies both the
Computer Access and Internet Access settings for the user whose tab is currently highlighted, to each
of the other users of the computer.
Your changes will be effective within a few minutes - the new access rules will have effect on the user you
have applied the changes to, even if the user is already logged in to the computer and using the Internet
and/or Instant Messenger software.
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5 Viewing Reports
The Netintelligence ‘My Reports’ page (Figure 11) shows summarized activity for all users of the machine
for the last seven days. You can switch between data for different machines by clicking on their tabs.

Figure 11: The Netintelligence 'My Reports' page
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All the reporting facilities that Netintelligence provides can be accessed from this screen. The six ‘miniscreens’ that you can see (the ‘summary report’ screens), show summarized information about the use of
your computer.
Each summary report graph 'drills down' to greater detail - simply click the 'Click for More Detail' tab, or
click inside the graphs themselves, on a particular colored section.
Website Visits Reports - Netintelligence monitors which websites are visited, and how much time is spent
there, for each active user.
Messenger Usage Reports - Netintelligence records any conversations that users have using Instant
Messenger applications (MSN®, Yahoo®, AOL® and ICQ®). You can see a summary of the amount of
time spent using these applications, and also view the content of the conversations themselves.
Blocked Website Visits Reports - Netintelligence records any attempt by a user to access a website which
you have chosen to block. The websites which Netintelligence will block are specified, by you, in ‘Managed
Internet’ and ‘Safe Internet’.
Anti Virus / Firewall Protection - Netintelligence automatically protects your computer(s) by downloading
the latest anti-virus releases, and provides a firewall to prevent unauthorized access to your machines from
the Internet.
Computer Usage Reports - Netintelligence records the amount of time spent on the machine by each user.
Software Usage Reports - Netintelligence records the amount of active time spent on every application
which is opened by a user, and reports on the five most active applications for the preceding seven days.

For more information on Netintelligence, see our selection of User Guides in the Support section of your
Control Centre, or visit our knowledgebase at http://kb.netintelligence.com.
Thank you for choosing Netintelligence.
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